AppL No. 10/076,199 

Amdt, dated March 8, 2006 

Reply to Office Action of Sept. 8, 2005 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 
Listing of Claims: 

1 . (Currently Amended) An automated encryption system for encrypting an 
electronic message from a sender to a recipient comprising: 

a computer readable medium; 

a network port in communication with said computer readable medium for accessing 
a set of public key data having a public key associated with the recioient T: and. 

a set of computer readable encryption instructions embodied in said computer 
readable medium forv receiving said electronic message from the sender addressed to the 
recipient, retrieving said public key associated with the recipient from said public key data 
via said network connection, encrypting said electronic message according to said public 
key associated with the recipient, andr fonA^arding said encrypted message to the recipient 
for subsequent retrieval so that the electronic message is automatically encrypted and 
delivered to the recipient. 

2. (Cun^ently Amended) The system of claim 1 including: 

a set of private key data embodied in said computer readable medium having a 
private key associated with the sender; and, 

said set of computer readable encryption instructions include instructions forT 
retrieving said private key associated with the sender from said set of private key datar 



GREENVILLE 222527vl 



3 



Appl. No. 10/076.199 

Amdt. dated March 8, 2006 

Reply to Office Action of Sept. 8. 2005 

andr signing said electronic message from tlie sender according to said private key 
associated with the sender so that the recipient can verify the authenticity of said electronic 
message. 

3. (Currently Amended) The system of claim 1 including: 

a set of private key data contained within said computer readable medium having a 
private key associated with the sender; and, 

a set of computer readable access instructions embodied in said computer readable 
medium forr receiving an access attempt input from the sender, retrieving said private key 
associated with the sender from said set of private data, validating said access attempt 
input according to said private key to determine whether a valid access attempt input has 
been provided, andj encrypting said electronic message according to said public key if said 
access attempt Input is valid so that only senders with valid access attempt inputs may 
send encrypted messages. 

4. (Original) The system of claim 3 wherein said set of computer readable 
access instructions include instructions for signing said electronic message using said 
private key associated with the sender so that said electronic message can be 
authenticated. 

5. (Currently Amended) The system of claim 1 including: 

a set of private key data contained within said computer readable medium r: and. 
a set of computer readable key maintenance instruction embodied within said 
computer readable medium forr creating a key pair having said at least one public key 
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associated with tlie senders, andj a private key associated with said public key and the 
sender, storing said public key within said set of public key data so that said public key 
associated with the sender is available for retrieval, storing said private key within said 
private key data so that the sender can retrieve said private key for decrypting message 
sent to the sender, andr deleting said key pair to prevent the sender from decrypting 
encrypted messages so that an automated key management system is provided for 
automatically managing key pairs for senders. 

6. (Original) The system of claim 5 including a set of public key data embodied 
within said computer readable medium. 

7. (Currently Amended) The system of claim 1 including: 

a set of encrypted private key data contained within said computer readable 
medium: and, 

a set of computer readable key maintenance instruction embodied within said 
computer readable medium forr creating a key pair having said at least one public key 
associated with the sender and a private key associated with said public key and the 
sender, storing said public key within said set of public key data so that said public key 
associated with the sender is available for retrieval, receiving a password from the 
sender, encrypting said private key according to said password, storing said encrypted 
private key within said private key data so that the sender can retrieve said private key 
for decrypting message sent to the sender, andy deleting said key pair to prevent the 
sender from decrypting encrypted messages so that an automated key management 
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system is provided for automatically managing key pairs for senders. 

8. (Currently Amended) An automated encryption system for decrypting an 
electronic message from a sender to a recipient comprising: 

a computer readable medium; 

a set of private key data embodied within said computer readable medium having a 
private key associated with the recipient: and. 

a set of computer readable decryption instructions embodied within said computer 
readable medium for^ receiving said electronic message from the sender to the recipient, 
retrieving said private key associated with the recipient from said set of private key data, 
decrypting said electronic message according to said private key, andT providing said 
decrypted message to the recipient so that the recipient automatically retrieves and 
decrypts an electronic encrypted message without manually managing private keys. 

9. (Cun-ently Amended) The system of claim 8 including: 

a network port In communication with said computer readable medium for accessing 
a set of public key data having a public key associated with the sender;_ani 

a set of computer readable message verification instructions embodied within said 
computer readable medium forr receiving said encrypted message having a digital 
signature associated with the sender, retrieving said public key associated from the sender 
from said digital signature, validating said electronic message according to said digital 
signature to provide validation information, andr providing the resulting validation 
Information to the recipient so that the recipient can be notified as to the authenticity of the 
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received encrypted message. 

10. (Currently Amended) The system of claim 8 including: 

a network port in communication with said computer readable medium for accessing 
a set of public key data; and, 

a set of computer readable key maintenance instructions embodied within said 
computer readable medium forr creating a key pair having a public key and a private key 
associated with the recipient, storing said public key within the set of public key data via 
said network port, storing said private key within said set of private key data, and, deleting 
.said key pair to prevent the recipient from deciypting messages so that« an automated key 
management system is provided for automatically managing key pairs of recipients. 

1 1 . (Original) The system of claim 1 0 including a set of public key data embodied 
within said computer readable medium. 

12. (Currently Amended) The system of claim 1 0 wherein said set of computer 
readable maintenance instructions include instruction forr receiving a password from the 
sender, andj encrypting said private key associated with the sender so that said private key 
can not be used to decrypt messages without supplying an access attempt matching said 
password. 

1 3. (Original) A computerized system for encrypting an electronic message from 
a sender to a recipient comprising: 

a computer readable medium; 

a means for receiving an electronic message from a sender to a recipient embodied 
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in said computer readable medium; 

a means for obtaining a public key associated with the recipient; 

a means for encrypting said electronic message according to said public key; and, 

a means for fon^^arding said encrypted electronic message to the recipient for 

subsequent decryption and retrieval. 

14. (Original) The system of claim 13 including: 

an encrypted private key associated with the sender encrypted according to a 
password supplied to the sender and contained within said computer readable medium; 
a means for receiving an access attempt from the sender; and, 
a means for validating said access attempt according to said encrypted private key 
so that said electronic message is not encrypted unless said access attempt is valid. 

15. (Original) The system of claim 13 including: 

a means for informing the sender that said public key associated with the recipient 
cannot be found so that electronic message cannot be encrypted; and, 
a means for sending said electronic message to the recipient. 

1 6. (Currently Amended) The system of claim 1 3 including: 
a computer readable medium; 

a means for receiving an encrypted electronic message from the sender to the 
recipient; 

a means for obtaining a private key associated with the recipient; and, 

a means for decrypting said encrypted electronic message from the sender to the 
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recipient so that the recipient can receive and decrypt an encrypted message. 

1 7. (Original) The system of claim 1 3 including: 

a digital signature associated with the sender contained within said computer 
readable medium; and, 

a means for signing said electronic message with said digital signature. 

18. (Original) The system of claim 13 including: 

a means for receiving an electronic message having a digital signature associated 
with the sender; and, 

a means for verifying the authenticity of said electronic message according to said 
digital signature so that the recipient is ensured that said electronic message truly 
originates from the sender. 

19. (Currently Amended). An automated encryption system for decrypting an 
electronic message from a sender to a recipient comprising: 

a computer readable medium; 

a set of encrypted private key data embodied within said computer readable 
medium having an encrypted private key associated with the recipient encrypted 
according to a password supplied by the sender; 

a set of computer readable decryption instructions embodied within said 
computer readable medium for: 

receiving said electronic message from the sender to the recipient,; 
retrieving said encrypted private key associated with the recipient from said 
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set of private key data,; 

attempting to decrypt said private l<ey according to said access attempt input 
so that said access attempt input can be validated,; 

decrypting said electronic message according to said private key if said 
access attempt input is valid, and,; 

providing said decrypted message to tlie recipient so tliat the recipient 
automatically retrieves and decrypts an electronic encrypted message without 
manually managing private keys. 
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